
A: It’s an advanced DLP capability built directly into Aryaka’s Unified SASE platform, using AI-powered 
language and contextual analysis to protect sensitive data across apps, networks, users, and locations.  

1. What is Aryaka Next-Gen DLP? 

A: Beyond basic pattern matching, NG-DLP adds NLP/context so you can see sensitive data flows in real time 
and block leakage before it happens, strengthening compliance while reducing manual effort. 

2. What problems does it solve vs. legacy DLP? 

A: At Aryaka PoPs in a single-pass (OnePASS™) architecture alongside NGFW, SWG, DNS Security, IPS, 
Anti-Malware, CASB, and Universal ZTNA - so controls are consistent and efficient.

3. Where is it enforced in the SASE stack? 

AI-powered named-entity recognition (NER) and contextual analysis, image OCR and API/LLM request 
inspection. 

4. What makes it “next-gen”? 

A: Yes - NG-DLP can scan API request/response bodies, including APIs that access LLMs.

5. Can it govern API and AI/LLM traffic?

A: Yes - full text, inline traffic redaction is supported.

6. Does it support redaction inline? 

A: Centralized policies, masked-at-ingestion evidence, data retention controls, export controls, RBAC, and 
audit logs with audit packs mapped to GDPR/HIPAA/PCI.

7. How does it help with audits and compliance? 

A: Security events (e.g., policy hits) and asset data are presented in a common MyAryaka UI for unified 
observability.  

8. What visibility do admins get? 
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A: Yes - image-based detection extracts text from images and document formats for classification via OCR.

9. Can NG-DLP protect data inside images and scans? 

A: It’s part of the single-pass PoP stack and works with SWG/NGFW/IPS and CASB for deeper SaaS controls 
under a unified policy plane.  

10. How does NG-DLP integrate with other SASE controls? 

A: Stronger security posture, fewer manual processes, and proactive prevention that reduces risk of fines, 
IP loss, and reputational damage.

11. What outcomes can customers expect?

A: Yes - NG-DLP protects data everywhere (users, sites, cloud) and offers both site-based and user-based 
licenses for remote users.  

12. Does it protect remote users as well as sites? 

A: NG-DLP is part of Aryaka Advanced Security. Entitlement includes all Aryaka SD-WAN and Unified SASE 
features plus CASB and NG-DLP.

13. What are the licensing prerequisites? 

A: Two types - site licenses (enable NG-DLP at a location) and user licenses (for remote users).

14.How is NG-DLP licensed? 

A: You can scope controls and evidence handling by region/tenant, apply residency and retention control 
exports to minimize exposure.

15. How does NG-DLP support regional policies and data residency? 

A: Universal ZTNA governs who/what can connect per app; NG-DLP (with CASB when needed) governs what 
data can move - so uploads/downloads in ZTNA sessions can be monitored, redacted, or blocked in real 
time. 

16. What’s the relationship between ZTNA and NG-DLP? 

A: Traffic is inspected once across multiple security controls at the PoP, reducing latency and operational 
complexity while keeping policies consistent.

17. Why is “single-pass” important? 


