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1. Acceleration of Remote and Hybrid Work
The “future of work” is here. Organizations were forced to support a surge of remote workers in response to the
pandemic nearly two years ago and though some employees have returned on-site, most organizations anticipate
that a large remote workforce will remain, and the current hybrid work model is here to stay.
As a result, the enablement of a hybrid work environment without compromising on high performance and security
for remote end-users is a top priority for global organizations in 2022. CIOs and their teams require a WAN that is
adaptable to changes in site profiles, how they consume the cloud, and supporting employee movement between
on-premises and remote.
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Many enterprises are reducing their fixed infrastructure in favor
of a permanent hybrid work environment. In fact, a quarter have
closed between a quarter and a half of their sites. And, most
anticipate that in the future that a good percentage of their
employees will remain remote, with forty-three percent looking
at a quarter to a half, and a further quarter at a half to
three-quarters
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PwC, Microsoft, and many other large organizations have
now embraced a permanent hybrid model. This shift
drives the need for performance, requiring the dynamic
allocation of bandwidth between on-premises and
remote workers identified by sixty-one percent of
respondents as very important.
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C.

Hand-in-hand with the move to a hybrid posture is effectively
enabling and securing this new distributed workforce, while
acceleration of digital transformation was identified by almost
half as their chief priority.

48%

Acceleration of Digital
Transformation projects

40%

Better enablement of
remote users

38%

Enablement of long-term
hybrid workplace

34%

Increased security
for remote workers

Digital
Transformation

24%

Moving to OPEX models
where possible

Aryaka’s new SmartConnect EZ/PRO and Prime EZ/PRO offerings address these requirements head-on.

2. Application Consumption and Performance
Although application performance and managing network complexity have been named the top two challenges in every
one of our annual reports, these are dynamic challenges influenced and shaped by the evolution of cloud-based
applications, network security threats, the emergence of the hybrid workplace, and more. IT organizations need to meet
the demands of the business by ensuring optimal application performance without increasing and by effectively
managing complexity.
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We see cloud and SaaS-based applications continuing to
gain traction as enterprises take a cloud-first posture, with
almost a third reporting that over half of their applications
now run in the cloud with another third with a quarter to a
half.
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As expected, many of the well-known SaaS applications
have taken center-stage over the past year, with Microsoft
Teams in particular growing to fifty-eight percent, a
substantial jump from thirty-four percent in 2021. Zoom
also experienced growth, while business process
applications including Salesforce and SAP/Hana are strong
contenders.
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The movement to the cloud and the diversity of these
applications having to be supported is coupled with
complexity and cost. Trading places with last year, cost is
now paramount at thirty-six percent, followed by complexity
at thirty-one percent.
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Aryaka’s managed SD-WAN and SASE optimize in-country, regional, and global application performance to enable
productivity, and now with FlexCoreTM can offer a right-sized and secure service to enterprises of any size and
budget.

3. Managing Complexity
Global organizations are continuing to embrace managed services. By closing legacy data centers and moving to
the cloud, organizations are trending toward both a managed WAN with built-in features and managed security
offerings.

A.
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What is the expected approach to manage this complexity?
Over two-thirds of enterprises plan to leverage a managed
service, vs only nineteen percent remaining DIY. This speaks
to the flexibility, scalability, simplicity, and cost efficiency of a
fully-integrated managed offer.
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But this managed offer must be complete, an
‘all-in-one’ that integrates WAN connectivity, the
number one imperative identified by nearly half of the
respondents. This is followed by security capabilities,
combined at two-thirds, application optimization at
forty percent, the growing call for last-mile services at
twenty-nine percent, and managed multi-cloud
connectivity at twenty-seven percent.
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The movement to the cloud and managed services also
correlates with the elimination of traditional data centers,
with almost half expecting to migrate to the public cloud
over the next two years.
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For budgeting, IT is generally bullish across both
networking and security, with almost three-quarters
expecting these to grow by ten percent or more, of which
a quarter expect twenty-five percent or more growth. But
this is balanced by a keen eye for cost as identified above.
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Looking at where enterprises will place this investment,
cloud migration, the diversity of applications, and the overall
complexity of the WAN results in the need for more effective
control, with over two-thirds identifying management and
monitoring and cloud-based network management as their
top priorities.
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Aryaka has always been out in front with fully managed services, and now offers managed SASE with the same
premier experience, extending the proven cloud consumption model to networking and network security.

4. Network and Security Convergence and a SASE Architecture
Global organizations recognize the Secure Access Service Edge (SASE) is the future, but not all are sure how to get
there. Implementation timelines, the decisionmaker’s role and the approach to SASE vary by company size and
region, but all organizations share the top two concerns: complexity of management and high implementation costs.

A.

Enterprises are at various stages in their SASE adoption, with
over a third developing an overall strategy and setting
goals, another third phasing out legacy VPNs, twenty-nine
percent consolidating their cloud security SWG, CASB, and
ZTNA, and a further twenty-six percent phasing out
dedicated security appliances. Note that an enterprise may
have multiple initiatives in place.
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At the same time, they’ve identified some barriers,
including forty percent worried about complexity,
thirty-nine percent challenged by market confusion as to
whether they require a single vendor or can deploy
solutions from two vendors, and a third worried as to how
they’ll develop a migration strategy.
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But this is balanced by perceived benefits that include time
and cost savings, both at thirty-seven percent, and
increased agility at a third.
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Given the complexity to today’s enterprise, it is no surprise
that two-thirds see security as a combination of
on-premises functions as well as those delivered from the
cloud, a hybrid security architecture. The cloud
component is of course evolving to a SASE architecture.
Only thirteen percent see security as cloud-only, with
seven percent branch-only.
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Decision-making is still fragmented, as are the buying
centers, with forty-one percent identifying stating that their
IT leaders have both networking and security
responsibilities, expected with SASE. In contrast, with thirty
percent it sits with the security leader, and twenty-one
percent with the networking leader.
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Aryaka’s managed SASE leverages an unparalleled services PoP footprint for scale, service richness, and global
coverage. A model that supports multiple security partners and delivers choice.

WHY ARYAKA
Aryaka, the Cloud-First WAN and Security company, and
a Gartner “Voice of the Customer” leader, makes it easy
for enterprises to consume network and network security
solutions delivered as-a-service for a variety of modern
deployments. Aryaka uniquely combines innovative
network, security and management capabilities to offer
a highly integrated SD-WAN and SASE architecture built
for architectural flexibility and best-in-class customer
experience. The company’s customers include hundreds
of global enterprises, including several in the Fortune 100.
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