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Resilient cybersecurity is a strategic approach that emphasizes the ability of an 
organization to withstand, adapt to, and recover from cyber threats and attacks. A resilient 
cybersecurity posture goes beyond traditional defense mechanisms by incorporating 
proactive measures, continuous monitoring, and adaptive strategies. It involves not 
only preventing and detecting threats but also responding effectively to incidents and 
minimizing the impact on operations. 

Resilient cybersecurity, when integrated with Secure Access Service Edge (SASE)[1], establishes 
a formidable defense against the dynamic and sophisticated nature of modern cyber 
threats. SASE, with its cloud-native architecture [6] and converged security services, 
enhances an organization's ability to build and maintain resilience in the face of evolving 
risks. SASE's emphasis on a Zero Trust Architecture [2], coupled with identity-based access 
controls, contributes to a robust defense strategy. Resilient cybersecurity with SASE involves 
continuous monitoring, real-time threat detection, and adaptive response mechanisms. By 
leveraging advanced technologies such as artificial intelligence and behavior analytics, 
SASE can identify and mitigate potential threats promptly. Moreover, the scalability and 
flexibility of SASE enable organizations to extend resilient cybersecurity measures seamlessly 
to remote and branch locations, ensuring a consistent and adaptive security posture across 
the entire network. In the era of decentralized operations and cloud-centric environments, 
the combination of resilient cybersecurity principles with the capabilities of SASE provides 
a comprehensive and dynamic approach to safeguarding critical assets and maintaining 
operational continuity.

In this paper, we discuss real world case studies of malicious communications to 
highlight how SASE can help organizations to disrupt the attack surface by deterring the 
communication capabilities of the threats.
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Malicious communication by threats is a concerning facet of cyber threats, encompassing 
various methods employed by malicious actors to communicate and coordinate illicit 
activities. Threat actors often utilize covert channels, encrypted messaging platforms, or 
even social engineering tactics to establish communication networks for the purpose of 
planning and executing cyber attacks. These communications may involve the exchange of 
sensitive information, sharing of attack strategies, or coordination of malicious campaigns. 
The use of obfuscation techniques and encrypted channels makes it challenging for 
traditional security measures to detect and intercept such communications. Threats 
engaging in malicious communication often target vulnerabilities in software, networks, or 
human behavior, exploiting weaknesses to achieve their objectives.

Malicious traffic analysis plays a critical role in the comprehensive security strategy 
facilitated by SASE. With its cloud-native architecture and integrated security services, SASE 
enhances the ability to analyze outbound (egress) network traffic effectively. By employing 
sophisticated tools and techniques, SASE enables organizations to monitor, inspect, and 
manage the data leaving their network. Egress traffic analysis within the SASE framework 
involves examining communication patterns, destinations, and content for potential security 
risks. Let’s understand this by dissecting a real-world advanced threat communication.

Malicious DNS (Domain Name System) communication [3] is a prevalent tactic employed 
by cyber threats to obscure and facilitate illicit activities within the digital realm. Threat 
actors manipulate DNS protocols to establish covert communication channels, enabling 
the exchange of commands, exfiltration of sensitive data, or the coordination of malicious 
operations. This technique often involves the registration of malicious domains, domain 
generation algorithms (DGAs), or the abuse of legitimate domains for malicious purposes. 
By leveraging DNS for communication, adversaries can evade traditional security controls, 
as DNS traffic is typically essential for normal network operations and may be overlooked 
as a potential vector for malicious activity. 

Let’s understand a abuse of DNS protocol by a threat analyzed in real time. 

Figure 1 highlights DGA in action in which compromised machines issued a high number 
of DNS requests in which algorithm generated domains are queried. If the DNS query is 
analyzed, you can check that “<random_identifier>.ddns.net “ domain name is generated. In 
this case, the attacker generated subdomains in an automated manner and used dynamic 
DNS service “ddnet.net” for creating a complete domain name.

Dissecting Malicious Communication

Case Study 1: Malicious Communication by an Advanced Threat using DNS Channel
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Figure 2 highlights another variant DGA in action in which domain names are generated 
using structure as “<random_string>.com” which means random string is appended with 
TLD as “.com”. You can notice the traffic below generated from the compromised system.

Figure 1: DGA Using Hybrid of Dynamic DNS Service and Random String to Generate Domain Name.

Figure 2: DGA Using Random String with TLS to Generate Domain Name.
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Figure 3: Potential DNS Tunnel in Action 

Both examples discussed above are also categorized in the NXDomain attack in which 
several domain names are generated and queried. The DNS server results with “No Such 
Name A” response highlighting that no IP addresses are associated with these domain 
names. NXDomain is one of the artifacts that can be used to map anomalous DNS traffic. 
Let’s continue the discussion and understand DNS tunnels.

A DNS tunnel [4] is a covert communication method that exploits the Domain Name 
System to establish a communication channel between a compromised system and a 
remote server. In a DNS tunneling attack, malicious actors encode data within DNS queries 
or responses, effectively bypassing traditional network security measures. This technique 
allows for the surreptitious transfer of information, including commands, payloads, or 
exfiltrated data, making it challenging to detect and block by security solutions. Threat 
actors often employ DNS tunneling in scenarios where other communication channels 
might be restricted or monitored.

Figure 3 highlights DNS tunnel in action in which encoded commands are sent as part of 
domain name query. 

In Case Study 2, you will understand how the complete DNS and HTTP protocols are used 
in conjunction for conducting malicious communication. Detecting and mitigating DNS 
tunneling requires advanced threat detection systems that can analyze patterns and 
anomalies within DNS traffic, looking for irregularities that may indicate malicious activity.

Malware authors use loader programs to load primary malicious payload into the system. 
A loader, in the context of malicious programs, refers to a component that loads and 
executes other malicious payloads onto a victim's system. The distribution of loader 
malware often involves various techniques to evade detection and gain unauthorized 
access. These techniques include phishing attacks, malicious advertisements, drive-by 
download attacks and others. Once the initial loader was downloaded onto the end-user

Case Study 2: Malicious Communication by an Advanced Threat using HTTP Channel
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with the malicious code distribution network to fetch the actual payload. Let’s understand 
this with a real-world case study by analyzing malicious communication. 

Figure 4 highlights that the malicious code triggers the DNS traffic using Domain Generation 
Algorithm (DGA) to launch DNS queries for resolving randomly generated domain names. 
The attacker registers one of the random domain names which has IP address associated 
with it.

Once the DNS query for Algorithm Generated Domain (AGD) is resolved, it means the remote 
server is available for the loader to connect and fetch the payloads. Figure 5 reflects the HTTP 
communication in which the loader executes HTTP GET request to fetch malicious software 
update with name “avast_update”. 

Figure 4: Algorithm Generated Domain Resolved to an IP Address

Figure 5: Algorithmic Generated Domain Used to Download Malicious Code
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Figure 6: Malicious Code Installed on the Compromised System Sends Beacon for Confirming Infection

The loader connects to the host with a domain name that was generated earlier using 
DGA on the TCP port 1775. As a result, the remote host responded successfully and allows 
downloading of malicious components onto the compromised end-user system. At this 
point, the loader performed its operation as expected by fetching malicious payload 
(core malware) from the attacker-registered domain as a part of the malware distribution 
network.

Once the payload is executed in the system, it starts Command and Control (C&C) [5] 
communication. The first step in the communication is to send a beacon as a part of initial 
communication to let the C&C server know that the loader has successfully installed the 
payload on the end-user system and now it is fully compromised. Figure 6 shows the HTTP 
communication which GET request is sent to the web resource hosted on the same host.

As a result, the C&C server responds back with 200 OK messages highlighting that the 
beacon signal from the payload running on the compromised system has been received 
and the end-user has now become part of the infected network. The next step involves 
sending some loader information with UUID to ask the C & C server for specific task operation 
codes as presented in the figure 7.
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Figure 7: Malicious Code Installed on the Compromised System Transmits Loader Information to the C&C 
Server

The C&C server responds back with the codes that are operation codes such as “1001”, 
“1002” and “1003”. These operation codes map to execution of specific tasks in the 
compromised end-user system. Figure 8 represents how exactly the payload transmits 
stolen information to the C&C server.

The malicious payload executes the task mapped to the operation code type “1003” with 
the “task_result” and exfiltrated the information to the C&C server. Once the C&C server 
receives the stolen information (results from the executed task), it updates the malicious 
payload with HTTP response “200” highlighting that information is stored in the C&C server.

Figure 8: Malicious Code Installed on the Compromised System Executes Task and Transmits Results to the 
C&C Server

Disrupting The Attack Surface with Unified SASE as a Service by Deterring Malicious Communication | Aryaka Whitepaper 9



Detecting and mitigating malicious DNS communication necessitates advanced threat 
intelligence, anomaly detection mechanisms, and the ability to scrutinize DNS traffic 
patterns for irregularities. Organizations must implement robust security measures to 
monitor and analyze DNS requests and responses, promptly identifying and neutralizing 
threats exploiting DNS communication channels to bolster the overall resilience of their 
cybersecurity defenses.

Malicious code can exfiltrate data via FTP by exploiting the protocol's legitimate file transfer 
capabilities. The malicious code is programmed with the details of an FTP server controlled 
by the attackers. This includes the FTP server's address, port, username, and password. The 
malicious code establishes a connection to the predefined FTP server using the FTP protocol. 
This connection may be initiated through standard FTP commands or more covert methods. 
Figure 9 reflects an actual data exfiltration occurring over FTP channel via the malicious 
code.

Let’s understand in more detail. The malware uses FTP commands to upload the collected 
data to the FTP server. The data may be encapsulated or compressed to reduce its size 
and facilitate faster transfer. Malware authors may employ evasion techniques to avoid 
detection. This can include disguising the malicious traffic by employing encryption to 

Case Study 3: Malicious Communication by an Advanced Threat using FTP

Figure 9: FTP Protocol is Used to Exfiltrate Data
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In this case, the malicious code connects to the FTP server's control port (usually port 21) and 
sends a PASV command. The PASV command requests the server to enter passive mode 
and provide an IP address and port number for the data connection. PASV mode is often 
preferred in scenarios where the infected system is behind a firewall. The attackers select the 
passive mode for exfiltrating data because it reduces the likelihood of firewall-related issues 
and potential challenges associated with active mode.

Figure 10: FTP Session Highlighting the Complete Details on Exfiltrating Data via Uploading Files

obfuscate the data being transferred. Figure 10 provides a complete FTP session generated 
by malicious code to exfiltrate “PW_user1-DESKTOP-USER1PC_2023_11_22_16_36_35.html” file 
containing sensitive information from the compromised system. The file is transmitted using 
encrypted FTP sessions over TLS by setting connection using TCP port 21. 
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SASE can help implement security controls to thwart malicious communication by disrupting 
the cyber kill chain in multiple ways. SASE enables:

Unified SASE a Service as an Integrated Protection

Dynamic policy enforcement based on contextual factors such as user identity, device 
posture, and network conditions. Policies can be adapted in real-time to respond to 
evolving security threats, enhancing the ability to prevent data exfiltration

Content inspection capabilities to analyze the content of protocol communications.

Organizations to extend security policies and enforcement to users and devices 
regardless of their location. This is especially crucial in today's distributed and remote 
work environments.

Integrated firewall and intrusion prevention capabilities. These features help monitor 
network traffic, detect anomalies, and block malicious activities, including unauthorized 
data transfers.

Inspecting and filtering of web traffic using Secure Web Gateways. SWGs can detect and 
block malicious activities, including attempts to exfiltrate data via various protocols, by 
analyzing the content and context of the data transfers.

Monitoring and controlling the transfer of sensitive data using Data Leakage Prevention 
(DLP) solutions. DLP policies can identify and block attempts to send sensitive information 
via different protocols, helping to prevent data exfiltration.

Organizations to employ the Zero Trust security model, which assumes that no user or 
system, even if inside the corporate network, should be trusted by default. This approach 
minimizes the risk of unauthorized data access and exfiltration.
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Observability and security are two critical aspects in the realm of information technology 
and system management. Observability refers to the ability to gain insights into the internal 
state of a system by analyzing its outputs or external behavior. In the context of IT systems, 
observability is essential for troubleshooting, debugging, and optimizing performance. This 
involves collecting and analyzing data from various sources, such as logs, metrics, and 
traces, to provide a comprehensive view of system health and functionality. On the other 
hand, security is paramount in safeguarding systems, networks, and data from unauthorized 
access, attacks, and breaches. A robust security framework involves implementing 
measures such as encryption, access controls, and regular security audits to ensure the 
confidentiality, integrity, and availability of sensitive information. The increasing complexity 
of IT environments and the evolving threat landscape make it imperative to adopt proactive 
security measures to identify and mitigate potential risks.

SASE provides a unified framework that combines network security functions with wide-area 
networking capabilities. This integration enhances both observability and security using SASE 
by:

Unified SASE as a Service to the Rescue: Observability and 
Security

Incorporating contextual information, such as user identity, device type, location, and 
application usage. This contextual awareness enhances observability by providing a 
deeper understanding of the context in which network and security events occur.

Focusing on user-centric observability, allowing organizations to track user behavior, 
application usage, and data access patterns. This helps in identifying normal user 
behavior and detecting deviations that may indicate security incidents.

Consolidating network security and wide-area networking into a single cloud-native 
service. This unified approach enables a comprehensive view of network traffic and 
security events across the entire organization.

Integrating threat intelligence feeds to stay updated on the latest cybersecurity threats. 
This integration enhances security observability by enabling the identification and 
response to known threats in real-time.

Enabling dynamic policy enforcement based on real-time insights and contextual 
information. This dynamic approach enhances security by adapting policies to changing 
conditions, ensuring that security measures align with the evolving threat landscape.

Including security orchestration capabilities, allowing organizations to automate 
responses to security incidents. Automation enhances both security and observability 
by enabling rapid and consistent reactions to identified threats.

Disrupting The Attack Surface with Unified SASE as a Service by Deterring Malicious Communication | Aryaka Whitepaper 13



Providing tools and features that facilitate incident response and investigation. Security 
teams can analyze historical data, investigate incidents, and gain insights into the root 
causes of security events, contributing to improved observability and proactive threat 
mitigation.

Relying on a Zero Trust security model, which means that trust is never assumed, and 
verification is required from anyone trying to access resources. This model enhances 
both security and observability by minimizing the attack surface and closely monitoring 
all interactions, regardless of the user's location.

Interestingly, observability and security are interconnected. Observability tools and practices 
not only aid in monitoring system performance but also contribute to the detection of 
security incidents by identifying anomalies and patterns indicative of malicious activity. 
Conversely, security measures enhance observability by ensuring that sensitive information 
remains protected and that any deviations from normal behavior can be promptly 
addressed. Striking a balance between observability and security is crucial for maintaining 
a resilient and efficient IT infrastructure in the face of evolving technological challenges and 
cyber threats.

Preventing malicious communication is a paramount concern for organizations seeking 
to secure their sensitive information, and SASE proves instrumental in this endeavor. SASE's 
integrated security services provide a multifaceted approach to thwart data exfiltration 
attempts effectively. By leveraging advanced technologies such as DLP, SASE can inspect 
and analyze outgoing network traffic in real-time. DLP capabilities enable the identification 
and classification of sensitive data, ensuring that it does not traverse the network 
unchecked. Additionally, SASE's robust access controls, coupled with identity-based policies 
and a Zero Trust Architecture, enforce granular restrictions on user access and activities, 
minimizing the risk of unauthorized data exfiltration. The cloud-native nature of SASE further 
enables organizations to extend these security measures seamlessly to remote and branch 
locations. Through a combination of encryption, behavior analytics, and continuous 
monitoring, SASE serves as a proactive defense mechanism, fortifying organizations against 
the impacts of malicious communication in an era where securing sensitive information is 
paramount.

Conclusion
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