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Aryaka Threat Labs analyzed a multi-stage malware loader delivered via a heavily obfuscated Windows 
batch script. Beneath its seemingly benign appearance, the script initiates a staged infection chain that 
uses Donut shellcode to deploy a managed .NET implant directly into the memory of explorer.exe.

To evade detection and reduce security visibility, the malware employs process injection, dynamic 
Application Programming Interface (API) resolution, Antimalware Scan Interface (AMSI) bypass, Event 
Tracing for Windows (ETW) tampering, and memory-resident execution techniques. Upon successful 
execution, it reports victim-specific telemetry to an operator-controlled Telegram channel and then 
attempts to establish communication with remote command-and-control infrastructure.

Notably, the malware implements a custom process injection tracking mechanism using the marker DE 
AD BE CA FE BA EF to identify previously injected processes and prevent duplicate shellcode deployment. 
This operational safeguard, combined with in-memory execution and defense-evasion techniques, 
reflects a level of engineering maturity beyond what is typically seen in simple script-based loaders.

The observed execution flow indicates that the primary objective is to establish a stealthy, 
memory-resident foothold capable of receiving remote operator tasking while minimizing forensic 
artifacts and endpoint visibility. Although the command-and-control infrastructure was unavailable 
during analysis, the malware exhibits characteristics consistent with a memory-resident backdoor 
designed to facilitate post-compromise activity within the victim environment.

The following diagram summarizes the malware execution chain and key behaviors observed during 
analysis (see Figure 1).
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Figure 1: Batch Infection Chain Workflow

The infection chain begins with a heavily obfuscated Windows batch script that conceals its 
functionality through variable substitution and control-flow obfuscation.

A key technique is to store characters or short strings in environment variables and reconstruct 
commands at runtime. For example: SET "Epq=="

This allows the script to reference %Epq% as an equals sign (=), making static analysis more difficult. 
The batch file also uses numerous randomly generated labels and GOTO statements to obscure 
the execution flow, along with large numbers of non-functional REM, ECHO, and SET statements that 
serve as anti-analysis noise. As a result, the script required deobfuscation, variable resolution, and 
control-flow recovery before its underlying behavior could be analyzed (see Figure 2).

Initial Infection
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Following initial triage, the batch script was deobfuscated by resolving dynamically constructed 
variables and reconstructing hidden command strings. Analysis revealed multiple layers of obfuscation, 
including environment-variable substitution, dynamic command reconstruction, extensive control-flow 
flattening, and large volumes of junk REM, ECHO, and SET statements intended to hinder static analysis.

Further examinations showed that execution was redirected through hundreds of labels and 
GOTO statements, obscuring the malware's true execution flow. Control-flow analysis identified a 
dispatcher-style entry point that redirected execution to the label:ClgIaLXuGgrdTsgA (see Figure 3). 
From this dispatcher, execution traversed numerous intermediate labels before converging on the 
malware's primary execution chain.

By tracing reachable execution paths and eliminating non-functional branches, the malware's primary 
execution flow could be recovered, and the complexity introduced by its obfuscation layers significantly 
reduced, thereby enabling subsequent analysis of the script's operational stages.

Deobfuscation and Control-Flow 
Recovery

Figure 2: Heavily obfuscated batch script employing variable substitution, randomized labels, 
and control-flow obfuscation to conceal execution logic and hinder static analysis.
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Figure 3: Recovered dispatcher entry point directing execution to the primary control-flow path 
within the obfuscated batch script.

After recovering the flattened control flow, the first significant functionality identified was a series of 
anti-analysis and environment validation checks designed to detect automated analysis systems 
and low-resource virtual machines. The script terminates execution when specific username and 
filesystem conditions are met, including the presence of the username Admin in combination with 
analysis-related files such as %TEMP%\VBE or %TEMP%\mapping.csv. These artifacts are commonly 
associated with malware analysis environments and sandbox frameworks. In addition, the malware 
invokes PowerShell to query the Win32_ComputerSystem class and retrieve the total amount of 
installed physical memory. Systems reporting less than 3 GB of RAM are considered suspicious, 
causing the script to exit without further execution. This technique is commonly used to identify 
resource-constrained virtual machines frequently employed for malware analysis.

Collectively, these checks serve as an anti-analysis mechanism intended to limit execution within 
automated detonation platforms, security research environments, and virtualized systems that do not 
resemble typical end-user hosts. Systems that satisfy these validation checks are allowed to continue 
executing the subsequent stages of the malware (see Figure 4).

Anti-Analysis and Environment 
Validation

Figure 4: PowerShell-based environment validation and anti-analysis checks performed before execution of 
subsequent malware stages.
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     Figure 5:  Deobfuscated batch script creating the IntelDriver staging directory, applying hidden and system 
attributes, and copying itself for subsequent execution.

After passing its environment-validation checks, the malware creates a working directory at 
C:\ProgramData\IntelDriver, applies the System (+s) and Hidden (+h) attributes, and changes the 
current working directory to this location. As shown in Figure 5, the deobfuscated batch script copies 
itself to C:\ProgramData\IntelDriver\IJil.cmd and subsequently hides the original batch file.

This self-replication mechanism ensures that a copy of the malware is retained within the concealed 
staging directory while providing a consistent execution path for subsequent stages of the infection 
chain. The combination of a system-wide ProgramData directory and hidden/system attributes reduces 
the visibility of the malware's operational files while preparing the environment for the deployment and 
execution of additional payload components. Runtime analysis confirmed execution of these staging 
operations during malware execution.

Analysis of the deobfuscated batch script revealed logic that constructs a Telegram Bot API 
/sendMessage request using a hardcoded bot token, chat identifier, and a message containing 
victim-specific information. This command is later executed through curl.exe to notify the operator 
of successful malware execution. Network activity associated with this notification is discussed in the 
Network Communication and C2 Activity section.

Staging Directory Creation and 
Self-Replication

Telegram-Based Execution 
Notification
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PowerShell Execution Vehicle 
Preparation
Following execution notification, the malware prepares a disguised execution vehicle by creating a 
renamed copy of powershell.exe as HDVz.exe within the user's Downloads directory. Prior to deployment, 
the script removes any existing copy of HDVz.exe and performs multiple fallback copy operations to 
ensure successful creation across different Windows configurations. The script also invokes PowerShell 
to recursively apply Hidden and System attributes to files and directories within its working context 
before assigning the hidden (+h) attribute to HDVz.exe. These actions conceal the execution vehicle and 
related artifacts prior to the next stage of execution (see Figure 6).

Figure 6: Deobfuscated batch code creating a renamed PowerShell executable (HDVz.exe) and applying 
concealment attributes prior to execution.

After preparing the PowerShell execution environment, the malware uses the disguised PowerShell 
interpreter (HDVz.exe) to recover payload data embedded within the replicated batch script 
(IJil.cmd). The extraction routine searches for lines prefixed with::, removes the marker, and 
reconstructs the embedded content into a file named icon.png within the malware working directory 
(C:\ProgramData\IntelDriver), as shown in Figure 7.

Following preparation of the PowerShell execution environment, the malware reconstructs additional 
payload components embedded within the self-replicated batch script (IJil.cmd) for use in subsequent 
execution stages.

Embedded Payload Recovery and 
PowerShell Payload Reconstruction

Shellcode Component Reconstruction
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Figure 7: Embedded payload extraction logic identifying:: -prefixed records, concatenating their 
contents, and writing the reconstructed data to icon.png.

Analysis of IJil.cmd revealed large, encoded data blocks stored after the “::” marker, including entries 
such as:: 6MChCADAoQgAi7uEuxLol5W3....

Although “::” is commonly used to denote comments in batch files, the malware repurposes these 
records as a container for concealed payload data. By extracting and concatenating the data stored 
after the “::” markers, the malware reconstructs the icon.png artifact during execution. Despite its .png 
extension, icon.png is not a legitimate image file. Instead, it contains a Base64-encoded payload that 
decodes into a 596 KB binary artifact 

Analysis of the decoded artifact revealed no conventional file headers and only limited readable strings, 
indicating that the payload remained obfuscated after reconstruction.  As shown in Figure 8, static 
analysis using Detect It Easy (DIE) classified the recovered artifact as Donut shellcode, indicating that 
the malware embeds a shellcode-based payload directly within the batch script and reconstructs it at 
runtime.
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Figure 8: Detect It Easy (DIE) identifying the reconstructed payload as Donut-generated shellcode.

Figure 9: PowerShell routine extracting @-prefixed records from IJil.cmd and reconstructing 
the logo.jpg payload artifact.

Analysis of the recovered batch execution path revealed a second PowerShell routine executed 
through the renamed PowerShell interpreter (HDVz.exe). The routine reads the self-replicated batch 
script (IJil.cmd), searches for lines beginning with the @ character, extracts the content following the 
marker, and writes the recovered data to a file named logo.jpg, as shown in Figure 9.

PowerShell Component Reconstruction and 
Decryption
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Further analysis of the replicated batch script revealed that the recovered data originates from large, 
encoded data blocks embedded within @-prefixed records. During execution, the malware removes the 
marker, concatenates the extracted records, and reconstructs the logo.jpg artifact. The reconstructed 
content is subsequently Base64-decoded and decrypted using a repeating XOR key (tk) before being 
executed through PowerShell's Invoke-Expression (IEX) mechanism, as shown in Figure 10. This layered 
decoding process conceals the underlying PowerShell code and complicates static analysis of the 
embedded payload.

Decryption of the recovered content revealed an additional PowerShell component that is 
reconstructed only at runtime, allowing the malware to conceal its next-stage functionality within 
the embedded batch-file data, as seen in Figure 11.

Figure 11: Decrypted PowerShell loader component recovered from the reconstructed logo.jpg payload.

Figure 10: Base64 decoding and XOR decryption routine used to recover the concealed 
PowerShell payload from logo.jpg.
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PowerShell Loader Behavior and 
Execution Workflow
Analysis of the recovered PowerShell component identified it as the primary loader that orchestrates 
subsequent stages of the infection chain. The script employs multiple obfuscation techniques, including 
randomized variable names, mixed-case PowerShell syntax, custom string decryption routines, and 
dynamic Win32 Application Programming Interface (API) resolution through .NET Reflection, significantly 
reducing readability and complicating static analysis.

Figure 12: Multi-stage string decryption routine performing Unicode character removal, 
Base64 decoding, XOR decryption, and character substitution.

Analysis of the recovered PowerShell loader revealed that configuration values are stored in obfuscated 
form and resolved at runtime through the custom decryption function tPZdiwksi9().

As shown in Figure 12, the malware embeds Greek Unicode characters within encoded strings to 
hinder static analysis and automated string extraction. The routine removes the embedded Unicode 
characters, performs Base64 decoding, XOR decryption using embedded key arrays, and a final 
ROT13-style character substitution to recover plaintext configuration values used throughout the 
loader, including filesystem paths, payload names, persistence artifacts, and target process names.

Persistence Mechanism
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Decryption of values protected by tPZdiwksi9() recovered multiple operational configuration values, 
including the working directory (C:\ProgramData\IntelDriver), payload names (windows.ps1, icon.png), 
the persistence identifier (IntelDriver), and several process names later used by the loader (see Figure 
13).

Using the recovered values, the malware establishes persistence by registering a scheduled task 
named IntelDriver through the Windows schtasks utility, causing execution upon user logon. As 
shown in Figure 14, the malware generates an XML-based scheduled task definition and a VBS 
launcher that silently executes the replicated batch file (IJil.cmd) from C:\ProgramData\IntelDriver.

Figure 13: Decrypted configuration values recovered from the tPZdiwksi9() routine, including filesystem paths, 
payload names, persistence identifiers, and target process names.

Figure 14: Persistence mechanism creating an XML-based scheduled task and VBS launcher to execute IJil.cmd 
at user logon.

This creates a persistence chain in which the scheduled task launches the VBS script, the VBS script 
executes the batch file, and the malware resumes execution without displaying a visible console 
window.



Figure 15: Recovery and execution of the secondary PowerShell payload (windows.ps1) using 
the LyrDoGvzzD() routine and XOR key tk.
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Following persistence setup, the loader checks for an additional PowerShell payload within the malware 
working directory. The decrypted working path resolves to ‘C:\ProgramData\IntelDriver’, and the target 
payload name resolves to `windows.ps1 .̀ As shown in Figure 15, if this file exists, the loader passes it to 
`LyrDoGvzzD()` together with `$qWAC0GipaKf8jsP ,̀ which resolves to the XOR key `tk .̀

The `LyrDoGvzzD()` routine reads the payload content, decodes it, and applies XOR decryption using 
the supplied `tk` key. When recovery succeeds, the decrypted content is written back as `windows.ps1` 
and executed through PowerShell with the `-NoProfilè  and `-ExecutionPolicy Bypass` options. The 
routine then returns, transferring execution to the recovered PowerShell component.

Secondary PowerShell Payload Recovery

Following initialization, the loader retrieves the previously reconstructed shellcode artifact from the 
malware working directory.  The decrypted path resolves to C:\ProgramData\IntelDriver\icon.png, 
which is passed to XqRreyZDLe() for loading and Base64 decoding (see Figure 16).

The decoded payload is stored in $OqophLCQBhEvAhB and later supplied to the injection routine as 
the shellcode buffer, linking the PowerShell loader to the Donut shellcode artifact recovered earlier 
from icon.png. In preparation for payload deployment, the loader also resolves a set of target process 
names from its encrypted configuration. 

Analysis of the decrypted values identified explorer.exe as the primary injection target, with additional 
fallback candidates including SecurityHealthSystray.exe, OneDrive.exe, sihost.exe, taskhostw.exe, and 
RuntimeBroker.exe. These processes are subsequently evaluated during the injection phase to identify 
a suitable host process for shellcode execution.

Shellcode Recovery and Target Process Selection

Figure 16: PowerShell loader resolving C:\ProgramData\IntelDriver\icon.png and passing the 
reconstructed payload to the shellcode-loading routine.



14Beyond the Batch File: Analysis of a Multi-Stage DonutLoader Infection Chain

Following shellcode recovery, the loader deploys the recovered Donut shellcode into a remote process 
using dynamically resolved Win32 Application Programming Interfaces (APIs). Prior to injection, the 
malware constructs an in-memory Win32 interoperability layer through .NET Reflection, dynamically 
resolving native functions including OpenProcess(), VirtualAllocEx(), ReadProcessMemory(), 
WriteProcessMemory(), and CreateRemoteThread().  The loader first attempts deployment into the 
primary target process (explorer.exe) and can fall back to alternative processes recovered from the 
encrypted configuration if injection is unsuccessful.

As shown in Figure 17, the bem0yu5NHi() routine opens the target process using OpenProcess(), 
allocates executable memory within the target process through VirtualAllocEx(), writes the recovered 
Donut shellcode using WriteProcessMemory(), and initiates execution through CreateRemoteThread(). 
This approach enables malware to execute within the context of a legitimate process while avoiding 
the creation of a new malicious process on disk.

Dynamic analysis confirmed successful injection into explorer.exe. Inspection of the target process 
memory revealed the recovered shellcode residing within a private executable (RWX) memory region, 
providing direct evidence that the payload had been written into the remote process and prepared 
for execution (see Figure 18).

Process Injection Workflow

Figure 17: bem0yu5NHi() process injection routine performing OpenProcess(), VirtualAllocEx(), 
WriteProcessMemory(), and CreateRemoteThread() operations.
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Figure 18: Recovered Donut shellcode located within a private RWX memory region of explorer.exe 
following successful remote process injection.

Figure 19: Injection-tracking marker identified immediately before the injected shellcode within 
explorer.exe memory.

Analysis of the injection routine identified a unique marker sequence consisting of the bytes DE AD 
BE CA FE BA EF written immediately before the injected shellcode buffer. Dynamic analysis confirmed 
the presence of the same marker within the memory of explorer.exe, directly preceding the injected 
shellcode payload (see Figure 19).

Injection Tracking Marker
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Further analysis revealed that the marker functions as an injection-tracking mechanism. Before 
attempting shellcode deployment, the loader scans candidate target processes for the marker 
value. If the marker is detected, the process is treated as already injected and excluded from further 
injection attempts. This mechanism prevents duplicate shellcode deployment, reduces the likelihood 
of process instability, and enables the malware to track previously compromised processes across 
multiple executions.

AMSI and ETW Tampering
During dynamic analysis, we observed that following successful injection into explorer.exe, the Donut 
shellcode modified both the Antimalware Scan Interface (AMSI) and Event Tracing for Windows (ETW) 
routines to reduce security visibility within the compromised process. Analysis with x64dbg showed 
that AmsiScanBuffer() was patched to immediately return via the instruction sequence xor eax, eax; 
ret, effectively bypassing AMSI content inspection within the injected process (see Figure 20).

Similarly, EtwEventWrite() was modified to return immediately, preventing ETW telemetry events from 
being generated (see Figure 21).

These runtime modifications demonstrate active defense-evasion behavior by the injected payload and 
reduce the effectiveness of AMSI scanning and ETW-based security telemetry within the compromised 
process.

Figure20: Runtime patch applied to AmsiScanBuffer() within the injected explorer.exe process.

Figure21: Runtime patch applied to EtwEventWrite() within the injected explorer.exe process.
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Following successful shellcode execution within explorer.exe, a managed .NET payload was identified in 
the injected process memory and recovered as Yzebkhinuo.dll for analysis using dnSpy. Examination of 
the injected explorer.exe process with System Informer confirmed that both Yzebkhinuo and a second 
managed assembly named Gfqlns were loaded within the same CLR AppDomain (see Figure 22).

Runtime debugging with dnSpy showed execution flowing through methods belonging to both 
assemblies before reaching System.Net.Sockets.Socket.Connect(). As seen in Figure 23, analysis 
demonstrates their involvement in the implant's network communication activity.

Analysis of the Recovered .NET Implant

Figure 22: System Informer showing the Gfqlns and Yzebkhinuo .NET assemblies loaded within the 
injected explorer.exe process.

Figure 23: dnSpy runtime debugging of explorer.exe showing execution flow from Gfqlns into 
Yzebkhinuo before reaching System.Net.Sockets.Socket.Connect().
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Runtime debugging further revealed the command-and-control address 167.88.167.9 stored within a 
local variable (see Figure 24), corroborating indicators identified during dynamic analysis. 

Although the remote infrastructure was unavailable during the investigation, preventing recovery of 
the complete command-processing workflow, the collected evidence confirms that the recovered 
.NET components are responsible for the command-and-control communications.

Figure 24: dnSpy locals window showing the command-and-control address 167.88.167.9 recovered 
from a runtime variable during execution.

Network Communication and C2 
Activity
Following execution of the recovered .NET implant within explorer.exe, the malware established two 
distinct communication channels. During the initial stage, Process Monitor captured a curl.exe process 
issuing an HTTP POST request to the Telegram Bot API /sendMessage endpoint (see Figure 25). The 
request contained a hardcoded bot token, chat identifier, and the message "MalBin ran our shitty rat", 
indicating that successful execution is reported to an operator-controlled Telegram channel.

Following process injection, the payload executing within explorer.exe attempted to establish outbound 
TCP communication with 167.88.167.9:8356 (see Figure 26). DNS resolution identified the endpoint as 
9.167.88.167.static.cloudzy.com, while network monitoring confirmed repeated connection attempts 
originating from the injected process.

Figure 25: Telegram Bot API request issued through curl.exe, reporting successful malware 
execution to an operator-controlled Telegram channel.
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Although outbound communications were observed, only TCP connection attempts and retransmissions 
were captured. No application-layer traffic was recovered because the remote endpoint did not 
complete the connection during analysis. Consequently, the precise commands, tasking, or functionality 
delivered through the command-and-control channel could not be determined. The Telegram 
notification message suggests that the operators actively monitor successful payload execution, while 
the subsequent communication attempts from the injected explorer.exe process indicate the presence 
of a dedicated command-and-control channel for post-compromise operations.

Figure26: Outbound TCP connection attempts from the injected explorer.exe process to the 
command-and-control endpoint 167.88.167.9:8356.

Despite appearing as a simple batch script, the malware implements a sophisticated multi-stage 
infection chain that culminates in deploying a memory-resident .NET implant within explorer.exe. 
The infection combines PowerShell-based payload delivery, Donut shellcode execution, process 
injection, and multiple defense-evasion techniques to execute within a trusted Windows process 
while minimizing security visibility.

Analysis of the recovered implant revealed two heavily obfuscated .NET assemblies, Yzebkhinuo and 
Gfqlns, that operate together within the injected process. Runtime debugging confirmed execution 
of network communication routines and exposed the malware's command-and-control address. In 
addition, execution telemetry is transmitted to an operator-controlled Telegram channel, providing 
visibility into successful infections.

Although the command-and-control infrastructure was unavailable during analysis, preventing 
full recovery of the tasking workflow, the collected evidence indicates that the malware functions 
as a stealthy backdoor capable of maintaining post-compromise communications with an 
operator-controlled server. Notably, the malware employs a custom process injection tracking marker 
(DE AD BE CA FE BA EF) to identify previously injected processes and prevent duplicate shellcode 
deployment. This distinctive artifact reflects a degree of operational maturity and provides a valuable 
indicator for threat hunting and detection efforts.

Conclusion
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This campaign highlights a growing trend in modern malware operations: the use of script-based 
loaders, in-memory payload delivery, and trusted Windows processes to establish covert 
access while minimizing opportunities for traditional detection. By combining Telegram-based 
execution notifications, Donut shellcode, process injection, AMSI bypass, ETW tampering, and 
command-and-control activity, the malware creates a multi-stage attack chain spanning the 
endpoint and network layers.

Aryaka’s unified SASE architecture is uniquely positioned to detect these interconnected behaviors 
through attack-chain correlation rather than relying on individual indicators. By combining 
visibility into script execution, abuse of legitimate utilities, memory-resident malware activity, and 
command-and-control traffic, organizations can identify malicious activity even when the final 
payload operates entirely in memory.

As threat actors increasingly adopt fileless and in-memory techniques to evade traditional security 
controls, correlated visibility across users, processes, and network activity is essential for detecting 
and disrupting post-compromise operations before attackers can achieve their objectives.

Detecting Memory-Resident and 
Fileless Threats
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Appendices 

Appendix A: Indicators of Compromise

IntelDriver.vbs persistence launcher 
used to execute IJil.cmd at user logon

6c024bca1cede75900ffa96faacdddf906
21b1a6f487c786df0b075507366866

VBScript

HDVz.exe – Renamed PowerShell 
binary used to execute the PowerShell 

SHA256            Type               Description

9f914d42706fe215501044acd85a32d58
aaef1419d404fddfa5d3b48f66ccd9f

Executable

IntelDriver.xml – Scheduled task 
definition used for persistence

c24782798387a1f5691b2bbd620cb89c7
335e07e8af186e24e825791965083da

XML File

99e4a96ba9668b14e288a88f1ef86de7
cf3fee6e21dd7cc3447ba97f3ed21397

Batch Script Original malicious batch file
(nWa1JggFdqACERhM.bat)

Command-and-control endpoint 
contacted by the injected explorer.exe 
process

167.88.167.9:8356 IP Address

Telegram Bot API endpoint used for 
execution notification

hxxps://api.telegram.org/bot87546503
24:AAHRfhgxgoglEhtFu7Ph2RKnbZX0ofF
qHBU/sendMessage

URL

Self-replicated copy of the batch 
loader (IJil.cmd)

99e4a96ba9668b14e288a88f1ef86de7
cf3fee6e21dd7cc3447ba97f3ed21397

Batch Script

Donut shellcode payload (icon.png) 
injected into explorer.exe

1a0ff83891340408022edea734c44454f
42c4167bca178a64670e7f4752b61bf

Donut
Shellcode

Recovered PowerShell loader 
extracted from logo.jpg

7da774c0645c03ae9baaab9d9d5682b
cbd0ecc168d38443243033f437f8e8738

PowerShell
Script

Recovered .NET implant 
(Yzebkhinuo.dll)

b6befbadfb83fe93c8f6b0f4cb90881a1148
83590292bcc7eae758c6171e27f5 .NET Assembly

Secondary .NET module (Gfqlns.exe) 
loaded within the injected explorer.exe 
process

cc27b07972594ad1e2a37b6b9a7cafad63
127d25ada285f89bd5a3552a5feaca

.NET Assembly

Injection-tracking marker used to 
identify previously injected processes 
and prevent duplicate shellcode 
deployment

DE AD BE CA FE BA EF Memory
Marker
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Appendix B: Mapping MITRE ATT&CK

Tactic Technique ID Technique Name

Execution

Execution

Persistence

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Discovery

Discovery

Command and Control

Command and Control

Privilege Escalation /
Defense Evasion

T1059.003

T1059.001

T1053.005

T1027

T1036

T1140

T1553

T1564.001

T1562.006

T1055

T1497.001

T1082

T1071.001

T1102

T1055.002

Command and Scripting Interpreter: Windows Command Shell

Command and Scripting Interpreter: PowerShell

Scheduled Task/Job: Scheduled Task

Obfuscated Files or Information

Masquerading

Deobfuscate/Decode Files or Information

Subvert Trust Controls

Hide Artifacts: Hidden Files and Directories

Impair Defenses: Indicator Blocking

Process Injection

Virtualization/Sandbox Evasion: System Checks

System Information Discovery

Application Layer Protocol: Web Protocols

Web Service

Process Injection: Portable Executable Injection
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