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Introduction AT A GLANCE

The roles of networking and security have become elevated with
enterprises' journey toward digital transformation (DX). They are regarded KEY TAKEAWAYS
as key enablers of DX and are mandatory for the successful digitization of The overall p.erc.eption. of SASE post

) ] ) o deployment is high, with network
an enterprise's customer-facing and internal processes. The decision performance, the number of false positives,
process related to the implementation of networking and security and security posture serving as the top 3
capabilities has generally been complex and often resulted in suboptimal improvements noted by organizations.
deployments. Secure access service edge (SASE) promises to remove some | However, adoption growing pains remain, as
of the constraints related to these decisions and simplify and accelerate 46% of IDC survey respondents found that

. . f ) . . . SASE security policy complexities had caused
the implementation of a combined networking and security architecture. issueslorldisruptionshand 42%foundihar

The goal of SASE is to integrate software-defined wide area network (SD- network misconfigurations had caused
WAN) and a plethora of security services, such as firewalls, cloud access issues or disruptions. This finding outlines
security brokers (CASBs), and secure web gateways (SWGs). SASE, the importance for organizations to choose

a holistic, unified solution before beginning

however, morphed into multiple approaches spanning single vendor, their SASE journey.

multivendor, best of breed, and other permutations that introduced
complexity in terms of deployment and operation.

This paper suggests that a unified SASE platform delivered as a service — or unified SASE as a service — is the right
answer by removing inherent friction in the decision-making process, optimizing the commercial framework, and
providing a holistic approach to networking and security that derisks the implementation and operational journeys for
enterprises.

The Case for Network Transformation

A recent IDC survey indicates that CEOs are prioritizing digital business initiatives and investing to win. They understand
that investment in digital business initiatives is necessary and that associated roadblocks to operationalize these
initiatives can impact the organization's long-term viability. The need to build resiliency against cyberthreats, maximize
efficiency with automation, capitalize on as-a-service models to reduce cost, and critically integrate generative Al (GenAl)
into their processes are driving forces for organizations.
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Connectivity Drives Business Value

Connectivity is fundamental to these business priorities. The expectation is for connectivity investments to improve
customer experience, operations, and employee productivity. Based on IDC's recent Future of Connectedness Survey,
cloud connectivity and network security are the top cloud-centric investments, with a significant increase in ensuring
secure multicloud access.

IDC's September 2024 Future of Enterprise Resilience and Spending Survey indicated that the top drivers of IT spending in
2025 include enhancing cyber-recovery/cyber-resiliency and modernizing core enterprise applications. Organizations can
only achieve these business drivers with a holistic network transformation that aligns with business outcomes. Security
needs to protect business outcomes and not just act as a barrier to threats.

Enterprises Expect Better Application Performance

A key outcome of network transformation is better application performance. For digital enterprises, application
performance determines business success. Perceptible delays in customer-facing applications will negatively impact
customer experience, with the potential for revenue loss. For internal applications, delays can impact productivity and
result in higher costs. Flexibility and resilience are key attributes that enterprises value to ensure that digital processes
function within acceptable quality of service parameters and address stakeholders' needs.

The increasing demand for bandwidth adds pressure on the network (see Figure 1). The significant increase in traffic,
both video streaming and web; the emerging needs for GenAl; and growth of ecommerce are driving the demand for
bandwidth. Enterprises must deal with an increasing number of unpredictable events and new traffic patterns that will
impact application performance. This further drives the case for network transformation as part of unified networking
and security.
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FIGURE 1: Bandwidth Is in Demand

\ Over 30% of enterprises are seeing bandwidth requirements
\ increase by 50% or more per year, putting pressure on IT leaders to
map appropriate connectivity investment to future business needs.

Over the past 12 months, how much has your organization seen

bandwidth requirements change?
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25%
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Source: IDC's Future Enterprise Resiliency and Spending Survey, Wave 8, September 2023

Unified Security

Unified security ensures a consistent, transparent, and flexible security posture across all users and resources. Enterprises
rate network security as a key investment area with the expectation that it drives trust in all processes, internal and
external. The perimeter has evolved to include main office and branch office users, remote or offsite users, and hybrid
users. They use their own devices to access resources on premises, in private clouds, or in multiple public clouds.
Everything also increasingly connects to OT, |oT, or loMT ecosystems. Point products can no longer keep pace with the
dynamic needs of the network. Decision-makers need to view security holistically as they navigate the decisions
pertaining to network transformation. Trust is key to maintaining a loyal customer base and guarding valuable enterprise
resources from external and internal threats.

Benefits

Simplify the Commercial Framework

With the continued evolution of the network perimeter, the attack surface is increasingly porous and broad, leading to a
sprawl of different technologies and their subsequent agents, management planes, interfaces, and controls. This has led
to functional inefficiencies as different products and solutions are often not well aligned, creating cumbersome
workflows for networking and security personnel.
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SASE has emerged as an alternative to the increase in complexity, offering a unified solution that combines software-
defined wide area network, secure web gateway, cloud access security broker, and zero trust network access (ZTNA) into
a single solution. This includes the consolidation of agents, management planes, interfaces, and controls into a monolithic
product that natively creates more efficient workflows for security and networking personnel. However, challenges
remain with implementation and deployment, especially for organizations that do not have robust networking and
security teams and expertise.

Remove Inherent Friction in the Decision-Making Process

The network security decision-making process has traditionally been highly complicated as businesses actively seek out
and pair individual security products to address gaps in the company's defenses. This results in a sprawl in products,
overlapping or duplicate features or capabilities, increased additional cost, a lack of deep integrations to maximize
efficacy, and management complexities that limit the security team's ability to utilize products to their full potential. The
result is diminishing returns on investment (ROIs) and a decision-making process paralyzed by ineffective outcomes.

In addition, some SASE solutions are more reflective of marketing than reality and fail to remedy these drawbacks. These
are non-unified products, which are SASE in name only, such as loosely bundled in-house products, partnered
capabilities, and unnecessary features or capabilities that are integrated out of convenience rather than functionality.
These products can complicate the buying process and should be avoided by organizations seeking to embrace
everything that a modern, unified SASE has to offer.

Unified SASE as-a-service solutions cut down on the security products sprawl, reversing a decades-long trend of
responding to a growing threat landscape with additional security complexity. This approach simplifies a business' ability
to visualize, identify, classify, and respond to threats quickly and efficiently. It also improves the decision-making process
for security architectures, security policies, and configurations, allowing for visibility and contextual information to drive
dynamic changes that improve security posture in real time.

Holistic Approach with Embedded Security

Network security products perform better when tightly integrated and visibility, threat telemetry, and zero trust policies
can be shared across the network security stack. Efficiency drives higher levels of efficacy, and most SASE buyers are
acutely aware of the benefits from integrating as much as possible. In IDC's recent SSE/SASE Buyer Adoption Survey,
31.3% of respondents said that it is extremely important for SASE to come from a single vendor, while only 5% felt that it
was not important.

There is an expectation that SASE solutions should be more than the sum of their parts, making best-of-breed, a la carte
products obsolete when compared with a holistic solution that is not contributing to the sprawl of security products. In
fact, IDC's recent survey found that 92.3% of SASE adopters felt that their security posture increased after adoption.

De-Risk Implementation with Managed Services as Part of Unified SASE as a Service

While SASE can be a substantial improvement over standalone products, it is not without its own complexities.
Consolidating multiple products into one creates efficiencies but comes with its own learning curve. In addition, many
vendors continue to add to the features and capabilities of their SASE solutions, making it difficult for many organizations,
particularly those with fewer than 1,000 employees, to take advantage of their SASE solution. Complete SASE adoption
often necessitates the replacement of existing products and solutions, disrupting existing workflows and requiring
personnel to learn a new, monolithic product. IDC's research finds that security policy complexities and network
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architecture complexities were the most common causes of issues and disruptions for organizations adopting a SASE
solution.

As 2024 ended, businesses most commonly purchased SASE through a managed service provider to limit the complexity
of its implementation and management. While there will always be organizations with large, seasoned security teams
and regulatory requirements that lean toward owning as much of the security management as possible, most
organizations will benefit from a managed security approach, requiring a lighter in-house security team and resulting in
far fewer issues and disruptions. This approach also accelerates unified SASE adoption, helping organizations get from the
planning phase to complete adoption swiftly, a process that can take nine months or more for some businesses.

Trends

Adoption of a SASE Framework

SASE adoption is a journey for organizations, and no single starting point or path to adoption stands out as the standard
or average to follow. In addition, company size, the presence of a significant security team, ecosystem complexity, and
regulatory compliance can drastically alter adoption cadence, resulting in a large variance in the average time to
deployment. Thus static feature bundling and consolidated SKUs from SASE vendors may veer organizations away from
their optimal path to adoption. This can also create additional challenges, as businesses are under pressure to maximize
their ROI based on bundled features and capabilities that they are ill-equipped to initially implement or migrate to.

Flexibility of both pricing and bundling is necessary for organizations to smoothly transition their on-premises security
stack to a service-based architecture while maintaining a high ROI. This also allows for a more measured approach to
adoption without the perception of penalizing businesses for not maximizing component utilization before they are
ready. The majority typically prefer to fulfill their existing needs and replace legacy components as security and
networking personnel bandwidth and existing upgrade cycles allow.

Emergence of Networking and Security as a Service

Traditional hardware and on-premises network security products are foundational components of the average company
ecosystem. However, the modern network perimeter has continued to rapidly evolve, and security requirements
currently surpass the limitations of on-premises technologies. Modern businesses are increasingly dispersed. They often
consist of a combination of main offices, branch offices, remote locations and users, and contractors accessing resources
in both private and public clouds. Extending on-premises security tools to reach all users, devices, and resources is
impracticable. However, failing to do so results in an inconsistent security posture throughout the organization's
ecosystem, leaving vulnerable entry points throughout the attack surface.

To combat this, security as a service has quickly emerged as an efficient means of delivering security from the cloud to
extend the on-premises security posture throughout harder-to-reach and more vulnerable areas of the network. With
unified SASE as a service, service-based delivery models are beginning to erode on-premises security presence
throughout enterprises, displacing software and hardware infrastructure. This increases the flexibility to expand and scale
with a company's needs, moves the business away from costly upgrade cycles (shifting from a capex to an opex model),
and improves efficacy, as service-based security architectures are always up to date.

SASE buyers increasingly view their SASE journey as a move away from traditional on-premises tools and expect to
displace a significant number of legacy security products in a relatively short amount of time. Recent IDC research shows
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that approximately 40% of SSE/SASE buyers expect to migrate 50% or more of their existing network security stack to a
service-based architecture within the next two years (see Figure 2). In addition, less than 1% expected to migrate less
than 5% over the same period.

FIGURE 2: Existing Network Security Stack Migration to SSE/SASE Within Two Years

P
lH

Mumber of respondents

n=2819
Source: IDC's SSE/SASE Buyer Adoption Survey, March 2024

Pivot to Managed Services

SASE solutions can be large and complex, and many organizations, particularly those in the SMB segment, may lack a
dedicated security team capable of guiding them through the adoption journey and managing the solution in the long
term. This has resulted in a challenging adoption process, with loss of access, poor network performance, and poor
security efficacy as the top 3 most common issues and disruptions. In fact, IDC research shows that only 15% of buyers
experience no significant issues or disruptions from their SSE/SASE solution.

As a result, organizations are increasingly shifting toward a managed approach to adoption and operation as a means to
ensure a smooth transition from on-premises products, optimize security policies and configurations, integrate SASE
functionality with other legacy products and tools, and efficiently manage the day-to-day risks and alerting. As of 2024,
28.7% use managed service providers to adopt and manage their SASE solution.
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Refocus on Orchestration to Deliver Customer Value

The integration of networking and security under a single management plane yields significant improvements to
managing finite personnel resources. SASE solutions provide increased visibility and contextual information that can
pinpoint the causes of disruptions and events while recommending the most efficient path to remediate these issues.
This can affect both security and networking KPls, simultaneously improving security posture, time to detection, time to
remediation, and network performance.

Considering Aryaka

Aryaka has expanded beyond its SD-WAN roots and now provides a holistic offering with Aryaka Unified SASE as a Service
that integrates a robust combination of networking, security, and observability technologies. Since its acquisition of
Secucloud, Aryaka has accelerated its growth in security while emphasizing the performance of its global private network.

Aryaka Unified SASE as a Service adheres to modern zero trust principles, providing global internet connectivity to users
and devices accessing resources, regardless of their location or network. Aryaka's combination of zero trust—focused
security and networking expertise provides the following:

» Zero trust architecture: The Aryaka Networks distributed data plane across multiple POPs and customer sites
provides security enforcement closer to customer assets. This allows for better visibility across threats, increased
performance, and quicker time to detection and remediation.

»  Single-pass security enforcement: The Aryaka solution provides comprehensive security capabilities that are
implemented as a single-pass architecture, providing holistic detection and prevention in real time.

»  Single-pane-of-glass management: The cloud-based management portal enables administrators to leverage a
"create once, enforce everywhere" approach to policy and posture enforcement with single-pane-of-glass
observability.

» Managed SASE: Aryaka offers SASE not only as a product but also as a managed service, allowing organizations to
choose between a closer operational ownership of the product and ease of deployment/use, which can reduce
much of the friction associated with adopting such a comprehensive solution.

»  Built-in security essentials: Aryaka offers web security as a cloud service in its WAN edge fabric to block malware
and exploits. The solution protects users from ransomware and phishing attacks at all network entry points. A core
firewall secures access and enforces zero trust principles across all access points.

» Integration for best-in-class security: Aryaka integrates best-of-breed functionality for advanced security practice
areas, such as CASB and NGFW-SWG. These functions are in high demand and offer important strategic value for
enterprises. Purpose-built CASB solutions offer deep API-based controls of key SaaS environments, such as Office
365, Box, and Salesforce.

» Performant protection: The Aryaka Zero Trust WAN fabric is based on the company's private backbone for
location-agnostic performance that supports all users and devices.
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» Flexible delivery options: Recognizing that each company is on its own distinct journey, Aryaka provides flexible
pricing/purchasing options that allow for a more measured approach to adoption without an organization having

to pay for features and capabilities before they need them.

Challenges

Although still new, the SASE market has quickly become saturated with products and vendors angling to upsell their
existing client base to a comprehensive networking and security platform/product. This has brought together vendors
from firewall/network security, cloud security, and networking/SD-WAN backgrounds to compete for the same client
base. This has also added complexity for organizations, as navigating a sea of SASE products has become complicated,
and no product testing organization has been able to create an apples-to-apples performance/efficacy comparison. A
unified solution to networking and security, like unified SASE as a service, is a different approach and alternative to
overcoming these complexities and challenges. Aryaka will need to demonstrate that its value proposition of unified SASE

as a service can deliver value to customers in real operational terms.

Conclusion

With the simultaneous expansion and modernization of the network perimeter and
proliferation of advanced cyberattacks, a threat landscape that is growing in both size
and risk continues to drive the need for a zero trust architecture. Delivering security and
networking as a service consolidated into a single offering, like Aryaka Unified SASE as a
Service, allows for a streamlined user experience and consistent security posture across
corporate ecosystems. This is essential for connecting and securing all users and
resources while improving the corporate security posture, optimizing network traffic and
performance, and simplifying management and operations.
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A threat landscape
that is growing in
both size and risk
continues to drive
the need for a zero
trust architecture.

Page 8



SPOTLIGHT Unified Networking and Security Platform Accelerates Network Transformation

About the Analysts

Ghassan Abdo, Research Vice President, Worldwide Telecom, Virtualization,
and CDN

Mr. Abdo, research vice president in the telecommunications group, covers the evolution of the telco cloud
ecosystem as well as the emerging virtualized enterprise networking services. His primary focus areas
include service provider SD-WAN and managed services and emerging NFV-based virtual networking
services as well as other managed WAN services. In the hosting and cloud segment, Ghassan covers service
provider managed hosting services, including hybrid managed private/public cloud services, colocation
services, secure cloud connect, and CDN services.

Pete Finalle, Research Manager, Security and Trust

Pete Finalle is a research manager for IDC's Security and Trust team, currently responsible for the trusted
access and network security coverage area. Pete's core research coverage is focused on network security
hardware, software, and public cloud services, spanning foundational components like firewall, IDS/IPS,
VPN, NAC, SWG, and CASB, as well as new concepts like zero trust network access (ZTNA) and network edge
security as a service (NESaa$).

—_ C
— I D #US53124825 Page 9


https://www.idc.com/getdoc.jsp?containerId=PRF004882
https://www.idc.com/getdoc.jsp?containerId=PRF004976

SPOTLIGHT Unified Networking and Security Platform Accelerates Network Transformation

Aryaka is a leader in delivering Unified SASE as a Service, a fully integrated solution combining networking, security,
and observability to deliver performance, agility, simplicity, and security—without tradeoffs. Powered by its innovative
OnePASS architecture and Zero Trust WAN, it is built to meet the demands of Generative Al, multi-cloud, and real-time
collaboration. It helps enterprises modernize, optimize, and transform networking and security seamlessly. Aryaka
empowers organizations to choose their preferred approach for implementation and management with flexible
delivery, industry-leading SLAs, and global expert support. Hundreds of enterprises, including several in the Fortune
100, depend on Aryaka for their secure networking solutions. For more on Aryaka, please visit www.aryaka.com.
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